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Detailed Action 
Claim Objections 

1 . Claims 3, 14, 23, 42, 51 , and 60 are objected to under 37 C.F.R 1 .75 because of 
the following formalities: 

For claim 3, lines 2 and 3, the term "IS-IS protocol" is unclear. It is suggested to 
change "IS-IS protocol" to —Intermediate System to Intermediate System protocol—. 
Claims 14, 23, 42, 51, and 60 are objected to for similar reasons. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1 1 , 31 , and 33-37 are rejected under 35 U.S.C. 112, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

For claim 1 1 , line 1 , the term "the purging conditions" has no antecedent basis. 
There are no purging conditions disclosed in the claim from which it depends. Claim 31 
is rejected for similar reasons. 

For claim 33, lines 2-3, the term "the first node back to the second node" has no 
antecedent basis. There is no first node or second node disclosed in the claim from 
which it depends. 

Claims 34-37 are rejected as being dependent on a rejected base claim. 
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Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 21-31 and 56-64 are rejected under 35 U.S.C 101 because they describe 
a computer program per se. The computer program products recited in claims 21-31 
and 56-64 are rejected because it is non-statutory subject matter. 



Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-3, 13, 14, 21-23, 30, and 32 are rejected under 35 U.S.C. 102(e) as 

A 

being anticipated by Soloway et al. (cited 5,265,092). 

For claim 1, Soloway et al. disclose a method for handling Link State Packets 
(LSPs) sent between processing nodes within a computer network, the method 
comprising: at a first node, receiving an LSP sent by a second node, wherein the LSP 
specifies connectivity information regarding the second node (see col. 21, lines 47-49, 
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wherein a Ready Announcement is interpreted as the LSP and is sent from an LSP 
originator to a receiving switch); determining whether the received LSP is and updated 
LSP even when the received LSP is considered older that another LSP previously sent 
by the second node to the first node (see col. 22, lines 32-45, wherein it is determined if 
the Ready Announcement is updated, regardless of the sending date, which is 
determined by comparing local sequence numbers); and if it is determined that the 
received LSP is and updated LSP, performing updating procedures on LSP information 
that is maintained by the first node, wherein the LSP information was obtained from one 
or more LSPs sent by the second node (see col. 22, lines 46-56, wherein LSP 
information is updated in the LSP database at the receiving switch). Claim 12 is 
rejected for similar reasons, wherein a switch is the first apparatus, which inherently has 
a processor and memory. Claims 21 and 32 are rejected for similar reasons. 

. For claim 2, Soloway et al. disclose the received LSP is in a format which 
complies with a link state type routing protocol (see col. 6, lines 34-36, wherein the LSP 
complies with link state type routing protocols) and the LSP is considered older than 
another LSP based on one or more rules of the link state type routing protocol (see col. 
22, lines 32-45, wherein an LSP is considered older if it has a smaller sequence 
number). Claims 13 and 22 rejected for similar reasons. 



For claim 3, Soloway et al. disclose the received LSP is in a format which 
complies with the IS-IS Protocol (see col. 6, lines 3-4, which refers to col. 1 , lines 34-43) 
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and the LSP is considered older than another LSP based on one or more rules of the 
IS-IS protocol (see col. 22, lines 32-45, wherein an LSP is considered older if it has a 
smaller sequence number). Claims 14 and 23 rejected for similar reasons. 

For claim 10, Soloway et al. disclose the LSP information is updated only if one 
or more purging conditions are met that minimize security problems (see col. 22, lines 
46-56, wherein LSP information is updated in the LSP database at the receiving switch, 
and wherein the term "purging conditions" is vague and interpreted as the sequence 
number being higher than a previously stored sequence number). Claim 30 is rejected 
for similar reasons. 

5. Claims 38, 40-42, 47, 49-51 , 56, 58-60, and 65 are rejected under 35 
U.S.C. 102(e) as being anticipated by Li et al. (cited Intermediate System to 
Intermediate System (IS-IS) Cryptographic Authentication). 

For claim 38, Li et al. disclose at a first node, receiving an LSP sent by a 
second node, wherein the LSP specifies connectivity information regarding the second 
node (see p. 3, paragraph 2.1, lines 11-12, wherein an inbound LSP is received at one 
node from another); if the received LSP fails authentication and the received LSP is 
considered newer than a stored LSP that was last previously stored .for the second node 
by the first node, purging LSP information regarding the second node that is being 
maintained by the first node (see p. 3, paragraph 2.1 , lines 11-16, wherein the received 
LSP is considered newer and fails authentication, so the LSP sequence number is 
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updated, which inherently includes purging previous LSP sequence number 
information); and if the received LSP fails authentication and the received LSP is 
considered newer than a stored LSP that was last previously stored for the second node 
by the first node, flooding a second LSP from the first node to the first node's neighbor 
nodes, wherein the second LSP is structured to cause a purging of LSP information 
regarding the second node that is being maintained by the neighbor nodes (see p. 3, 
paragraph 2.1, lines 11-16, wherein the received LSP is considered newer and fails 
authentication, so the LSP is flooded to neighbor nodes, where the neighbor nodes will 
inherently update the LSP information by purging previous LSP information). Claim 47 
is rejected for similar reasons, wherein a router is the first apparatus, which inherently 
has a processor and memory. Claims 56 and 65 are rejected for similar reasons. 

For claim 40, Li et al. disclose the second node is being attacked (see p. 3, 
paragraph 2.1, lines 16-17, wherein the method is triggered by an active attack). 
Claims 49 and 58 are rejected for similar reasons. 

For claim 41 , Li et al. disclose the received LSP is in a format which complies 
with a link state type routing protocol (see p. 1, Introduction paragraph, lines 1-3, 
wherein the LSPs comply with a link state type routing protocol). Claims 50 and 59 are 
rejected for similar reasons. 
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For claim 42, Li et al. disclose the received LSP is in a format which complies 
with the IS-IS Protocol (see p. 1, Introduction paragraph, lines 1-3, wherein the LSPs 
comply with the IS-IS protocol). Claims 51 and 60 are rejected for similar reasons. 

Claim Rejections - 35 USC § 103 

6. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . ' Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

7. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 



Application/Control Number: 10/821,354 
Art Unit: 2616 



Page 8 



8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 45, 54, 63, and 68 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Li et al. in view of Fukushima et al. (cited 6,049,524). 

For claim 45, Li et al. fail to disclose updating the first node's routing tables 
based on the LSP information maintained by the first node after the LSP information 
regarding the second node has been purged. Fukushima et al. from the same or similar 
fields of endeavor teach updating the first node's routing tables based on the LSP 
information maintained by the first node after the LSP information regarding the second 
node has been purged (see fig. 12 and 13, particularly blocks 161 and 172, wherein the 
router receives updated link state information and updates its routing table, which 
inherently includes purging previously stored data that is being updated). Thus, it would 
have been obvious to the person of ordinary skill in the art at the time of the invention to 
incorporate the elements above stated by Fukushima et al. in the network of Li et al. 
The method taught by Fukushima et al. is modified/implemented into the network of Li 
et al. by updating a routing table with current LSP information. The motivation for 
updating the first node's routing tables based on the LSP information maintained by the 
first node after the LSP information regarding the second node has been purged is that 
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both inventions describe updating a router with link state information 
and 68 are rejected for similar reasons. 

Allowable Subject Matter 

9. Claims 4-9, 15-20, 39, 43, 44, 46, 48, 52, 53, 55, 66, 67, and 69 are objected to 
as being dependent upon a rejected base claim, but would be allowable if rewritten in 
independent form including all of the limitations of the base claim and any intervening 
claims. 

10. Claims 33-37 would be allowable if rewritten to overcome the rejection(s) under 
35 U.S.C. 112, 2nd paragraph, set forth in this Office action and to include all of the 
limitations of the base claim and any intervening claims. 

Conclusion 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. These references include Perlman et al. (cited 5,128,926) and 
Burchfiel et al. (cited 6,944;127 B1), which both describe LSP routing. 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Dargaye H. Churnet whose telephone number is 571- 
270-1417. The examiner can normally be reached on Monday-Friday from 7:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chau Nguyen can be reached on 571-272-3126. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




Dargaye Churnet 
Patent Examiner 
Art Unit 2616 
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